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VPN -Mac OS

VPN is short for Virtual Private Network and helps create a secure and encrypted connection
via the public internet. A condition for setting up such a connection is an existing internet
connection. Furthermore, the protocol should not be blocked by the local provider.

In addition to the encryption, the client is allocated an IP-address from the address range of
the University of Bonn once a VPN connection is established. Thereby, you gain access to
services that are otherwise restricted to University computers.

A VPN connection can only be created after successful authentication with the Uni-ID of
the University of Bonn.

This VPN connection is necessary in the following cases:

e using the BONNET WiFi at the University of Bonn

e using the majority of literature databases and electronic journals (eMedia) from home
or otherwise

e working from home

Please not that a service might be restricted further and that a VPN is not always sufficient
for access.
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Setting up the VPN:

It is easiest to download and install the respective client for each operating system and to
enter the appropriate server address:

e external connections from home:
unibn-vpn.uni-bonn.de

¢ internal connections from within the university network:
unibn-wlan.uni-bonn.de

Attention! These are server addresses and not website links. Thus, they have to be
entered into the address bar of the VPN client and not into the browser.

Downloading and installing the VPN client:
Prerequisites

e Avalid Uni-ID of the University of Bonn
e A stable internet connection (Wifi/ mobile or a network cable)

1 Open a current internet browser (Safari, Firefox, etc.).

2 Calling up the download for the Mac client:
Current Client MacOS.

3 Download Anyconnect for Mac OS
(You might need to give permission for the download.)
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https://ecampus.uni-bonn.de/goto_ecampus_file_3251180_download.html

The downloaded file with
the extension .dmg is
displayed in the Dock
under Downloads, which
must then be unpacked
in the Finder with a
double click.

anyconnect-macos—4.7.04056-core-vpn-webdepon-k9.dmg.download

Im Finder 6ffnen 0

The anyconnect-macos-
xxx.pkg file must now be
installed by double-
clicking on it.

anyconnect-
macos-4.7.04...eploy-k9.pkg

L AnyConnect VPN 4.7.

Now the individual steps
of the installation
programme must be
carried out.

& ,AnyConnect Secure Mobility Client” installieren

o Einfiihrung

NI
CISCO

Willkommen bei: AnyConnect Secure Mobility Client

Du wirst durch alle Schritte gefiihrt, die fiir die Installation
dieser Software erforderlich sind.

Fortfahren
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7 Please click "Continue®.

@ @ ,AnyConnect Secure Mobility Client” installieren

Softwarelizenzvertrag

L Supplemental End User License Agreement for
Einfiihrung AnyConnect® Secure Mobility Client v4.x and other VPN-
e Lizenz related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains additional terms and
conditions for the Software Product licensed under the End User License Agreement ("EULA")
between You ("You" as used herein means You and the business entity you represent) and Cisco

llectively, the "Ag: 1t"). Capitali terms used in this SEULA but not defined will have the
meanings assigned to them in the EULA. To the extent that there is a conflict between the terms
and conditions of the EULA and this SEULA, the terms and conditions of this SEULA will take
precedence.

In addition to the limitations set forth in the EULA on your access and use of the Software, You
agree to comply at all times with the terms and conditions provided in this SEULA.
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY
UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF

THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER

ol I I | I PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT

TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN

C l S c o AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
110C0 DI IDALACED

Drucken ... Sichern ... Zuriick Fortfahren

To accept the license
8 | agreement, click
on "Accept”.

w ,AnyConnect Secure Mobility Client” installieren

Um mit der Installation der Software fortzufahren, musst du den
Softwarelizenzvertrag akzeptieren.

Klicke auf ,Akzeptieren”, um mit der Installation fortzufahren.
Klicke auf ,Ablehnen”, um die Installation abzubrechen und zu beenden.

Lizenz lesen Ablehnen Akzeptieren

To carry out the
9 installation, click
on "Install”.

@ & ,AnyConnect Secure Mobility Client” installieren

Standardinstallation auf ,,Macintosh HD"

Hierfiir ist ein Speicherplatz von 23,2 MB auf deinem

Eliiging Computer erforderlich.
Lizenz

4 Klicke auf ,Installieren”, um die Standardinstallation dieser
Zielvolume . " -
T e Software auf dem Laufwerk ,Macintosh HD* durchzufiihren.

@ Installationstyp

atfeer]n
CISsCO

Zuriick Installieren
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After clicking on the
"Install" button, the user
name and password of
the computer must be
entered in order to finally
carry out the installation.

— Installationsprogramm versucht, neue Software zu
installieren.

Gib dein Passwort ein, um dies zu erlauben.

Benutzername: Mac-Benutzer

Passwort: ......OO’.....l ‘

11

A window appears with a
request from the system
not to block the Cisco
AnyConnect Client.

This instruction must be
carried out by clicking on
the “Open settings”
button and then selecting
the “Allow” button under
“General’.

Abbrechen Software installieren
] Cisco AnyConnect Secure Mobility Client-Benachrichtigung

-~

>

Cisco Systemerweiterung blockiert:

Aufmerksamkeit erforderlich

Ihr System erfordert, dass Sie die Cisco AnyConnect
Systemerweiterung in lhren Systemeinstellungen aktivieren, um die
AnyConnect-Fahigkeiten in vollem Umfang nutzen zu kénnen.
Einige AnyConnect-Funktionen funktionieren erst dann
ordnungsgemaB, wenn die Cisco Systemerweiterung aktiviert ist.

Bitte aktivieren Sie die Systemerweiterung in lhren
Systemeinstellungen-> Sicherheit & Datenschutzbereich.

[ ] ¢ 111} Security & Privacy

BEZEDN Fievaur  Firewall Privacy

A login password has been set for this user  Change Password.

Require password 5 seconds [ after sleep or screen saver begins
Show a message when the screen is locked

Allow your Apple Watch to unlock your Mac

Allow apps downloaded from:

System software from developer “Cisco" was blocked from loading. Allow

[ Ciick the lock to make changes.

Einstellungen 6ffnen
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By clicking on "Close”,
the installation of the

‘& ,AnyConnect Secure Mobility Client” installieren

Installation erfolgreich abgeschlossen

Einflihrung
Lizenz

Zielvolume
auswahlen

Installationstyp

Installation

Die Installation war erfolgreich.

1 2 Cisco AnyConneCt Client Zusammenfassung Die Software wurde installiert.
is successfully
completed.
atlrar]n
CISCO
[ SchiieBen |
Using the AnyConnect Client
® @ AnyConnect bk
Secure Mobility Client Cisco

Search for and start
Cisco AnyConnect via
search function or
Launchpad.

1 Now enter the VPN
server for the external
connection.
unibn-vpn.uni-bonn.de

o VPN:

Ready to connect.

Iunibn—vpn.uni—bonn.del

Enter the University ID
2 | and the corresponding
password here.

Cisco AnyConnect | unibn-vpn.uni-bonn.de

=

Username: Uni-ID

Password: ? |

Cancel

3 If the connection is successful, the Cisco symbol with a lock appears in the dock.
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Further notice:

To use the VPN client within the university network (BONNET), the following server address
has to be entered after starting the VPN client:
unibn-wlan.uni-bonn.de

After installing both connections they can be immediately selected after starting the VPN
client.
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